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StorageCraft is een uitgebreid product, en om het goed te laten werken zijn er
tijdens de installatie en configuratie van de applicatie een aantal belangrijke
aandachtspunten. In een standaard omgeving is onderstaande handleiding
bedoeld om de backups zo goed mogelijk in te stellen.

STORAGECRAFT SHADOWPROTECT

Om de software te downloaden logt u in met uw partner inloggegevens op
Cloud2.nl, en kiest u daarna “Mijn Bestellingen”. U ziet daar bij u w StorageCraft
bestellingen de downloads klaarstaan:

Schrijf je in voor de nieuwsbrief

| »

Telefonische assistentie:

072-82 00 286

Ma - Vr: 09.00 - 18.00 vur

2. Start ShadowProtect:

.7 StorageCraft ShadowProtect -- [ WIN-RI5G6GDKFIR | = | =] =

File Tasks View Options Help

" - - '3 Backup Jobs -- [ WIN-R95GGGDKFIR ] I8 Destinations -- [ WIN-R95G6GDKFIR ] r 5 Backup History -- [ WIN-R35G6GDKFIR | ]
:%""E"‘ = ¥ Wizards s # Management View [ ) Disk Map -- [ WIN-R95GEGDKFIR |

s Network View B Q %G i |

Connect Disconnect | Add  Delete | Edit || Manage | Install
\}kas 2 | Computer | Connection Status | Last Backup | Mext Backup | Backup Fai... ‘ Backup Pr... |
- Local Machine (1)
\'_3 Backup @ Agent Status ~ Good: 1 Failed: 0 Ignored: 0
& Restore @  WIN-R95G6GDKFIR I Connected Mever 0

\a Explore Backup

1 Dismount Backup
Image

\a Verify Image

& Image Conversion

&) Backup
&) Restore
@) Browse Image
&) Image Tools

&@Liceme £
Days Remaining: 15 o
Ready CAP NUM SCRL
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3. Ga via het menu naar “Help -> Product Activation”.

! File Tasks View Options | Help

- ow

i Network View

@Tasls

'3 Backup
"\5 Restore
;\ﬂ“ Explore Backup

ﬂ Dismount Backup
Image

'-\a Verify Image

 Image Conversion

&) Backup
&) Restore
&) Browse Image
@ Image Tools

Days Rernaining: 13

Contents

Product Activation
Check For Latest Version
Register...

About...

#* Management View 1@ Disk Map - [ WIN-R95G6GDKFIR |

ROSGEGDKFIR] | W Destinations -- [ WIN-R95G6GDKFIR] | 9F Backup History -- [ WIN-RI5GEGDKFIR] |

Q H o
Delete Edit | Details Refresh

Type Status Next Run Time

CAP NUM SCRL

4. Vul hier de licentiegegevens in die u van Cloud2 heeft gekregen bij de “"Account
aangemaakt” e-mail. Vul bij "MSP Name” Cloud2 B.V. in, of wanneer u zelf MSP
bent, uw eigen organisatienaam. Vul vervolgens bij “Customer Name” de
referentie van de klant in. Activeer de software nu met uw licentie.

Customer Mame

Serial Mumber: | ABCDE-124345-FGHII-67330

Computer Role: | Windows Server 2012 C3|

' | StorageCraft

|
MSP Mame: | Cloud2 B.V, |
|
|

Optional

example: Exchange Server

: Days Remaining: 15

CD
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5. Kies nu in het hoofdscherm de optie “"Destinations”.

' File Tasks View Options Help

% : - # Wizards [ # Management View I ) Disk Map - [ WIN-RI5GEGDKFIR ]
View '3 Backup Jobs -- [ WIN-R95G6GDKFIR] Il Destinations -- [ WIN-RS5GGDKFIR] | f Backup History -- [ WIN-R9SGEGDKFIR] |

& Network View Q %] Bl &
Add Delete | Edit | Refresh

Type Name
u Create a Destin...
"\3 Backup
"\& Restore
ﬂ Explore Backup

ﬂ Dismount Backup
Image

First Image Creation Time Last Image Creation Time

'-\a Verify Image

F Image Conversion

&) Restore
@) Browse Image
@) Image Tools

CAP NUM SCRL |8

Destination Type:

| Local Directory

Destination Name:

| Badkups

Destination Path:
| F:\Badkups

[+ verify destination access upon dicking 0K
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7. De bestemming zal nu in het overzicht staan. Verifieer dit en klik daarna op
“Backup Jobs”.

! File Tasks View Options Help

% & Wizards I % Management View I 7 Disk Map -- [ WIN-R35G6GDKFIR |
e {8 Backup Jobs -- [ WIN-R95G6GDKFIR ] 1§ Destinations -- [ WIN-RI5GEGDKFIR | &P Backup History -- [ WIN-R35GEGDKFIR |

& Network View = B ] o © B @
Execute| Cancel Pause | Mew Delete Edit | Details Refresh

:a Name Type Status Next Run Time
Tasks

Lo} Create ajob!

"\3 Backup
;\& Restore
'-\a Explore Backup

a Dismount Backup
Image

"\3 Verify Image

§ Image Conversion

@ Backup
&) Restore
@) Browse Image
&) Image Tools

Days Remaining: 15

CAP NUM SCRL

Welcome to the Backup Wizard!

This wizard will quide you through the creation of a backup job.

Press Mext to continue

Cloud2 B.V. E-mail info@cloud2.nl
C ) Koelmalaan 350 - 5e verdieping Telefoon 0728200286
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9. Selecteer de te backuppen volumes en vink deze aan (LET OP: “System
Reserved” hoeven niet meegenomen te worden. Ons advies is: selecteer alleen
volumes welke gebruikt worden).

Volumes to Back Up
Spedify one or more volumes to backup

Be

Drive Letter Volume File System Partition Type | Partition Flags

=] Disk 0: Virtual HD

%4 |

0 C @ Mo Label MNTFS 39.66 GB 10.68 GB
=] Disk 1: Virtual HD

0 FA 5@ Flierp MNTFS 20,00 GB 532.09 MB
= 3.5" floppy. 1.44MB (Removable Media)

O A @ (Removable M... 0B 0B

10. Selecteer de bestemming.

Backup Name and Destination
Spedify a name for your backup image and select a location to save the backup

Select network location or browse to a local path

‘EE] i\

Specify image names

File Mame Valume
System Reserved_VOL =\ (System Reserved)

* Double-click to rename file, or select it and hit space or F2

Cloud2 B.V. E-mail info@cloud2.nl
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11. Kies bij “Backup Schedule” voor “Continuous Incrementals” en kies de
onderstaande periodes.

\3 Backup Job Editor -- [ WIN-R95GHGDKFIR ] -
Specify the backup schedule r"}
Schedule V5SS Incremental Backups
MNow Sun Man Tue Wed Thu Fri Sat
. O O O O O O
Weekly Start ime:

- Monthly Additional Incremental Backups
(@) Continuous Incrementals Sun Man Tue Wed Thu Fri Sat
[
. . . L3
NOTE: You must use the Start taking backups at this time: | &:00:00 AM =
StorageCraft ImageManager : e A ~
service with this option, Stop taking backups at this time: | &:00:00 PM -
Minutes between backups: 60 =
Use V55 Backups per day: 11
| < Back | | Mext = | | Cancel |

12. Stel de encrytiesleutel in. NB: Wij slaan deze sleutel niet op. U dient hem
goed te bewaren. Zonder de encryptiesleutel is het NIET mogelijk de data
te restoren.

3 Backup -- [ WIN-R95G6GDKFIR ] .
Options Ih
Spedify the options you want for the backup image cf
Select Compression Method: |513ndard (recommended) v |
Enter Password [ ]use Password File Mote: This option will encrypt the image file
Password: | I |
Confirm Password: | sensnsene |
[ split image file 540 Mb
Backup Job Mame | Backups |
Backup Comment
fa)
v | Advanced |
< Back | | Next > | | Cancel |
Cloud2 B.V. E-mail info@cloud2.nl
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13. Controleer de instellingen, vink desgewenst “Execute Now” aan en sla de
Backup Job op.

Wizard Summary
Please review the options you have selected before dicking Finish

Backup options:

Split options:

Advanced options:

Volumes and Backup Destinations:

=\ (System Reserved) to F:\System Reserved_VOL

Compression method: Standard (recommended)
[¥] Encryption
Encryption algorithm: RC4 128 bit (Fast)

Maximum output file size: Automatic

[ 1Indude free space

Performance Throtting: 100%:

[ ] Second and subsequent full backups are differentials
[¥] Generate MDS file when creating an image file

[ 1Ignore read failures and continue backup

'

E Execute Mow

Click finish to begin the operation

14. Verifieer dat de Backup Job in het overzicht staat en kies via het menu voor
“Options -> Client Options”.

i File Tasks View | Options | Help
% 5% Client Options r
WD B AgentOptions  fackup Jobs - [ WIN-ROSGEGDKFIR |

% Wizards %7 Management View

(7 Disk Map -- [ WIN-RI5GEGDKFIR ]

I8 Destinations -- [ WIN-R95G6GDKFIR |

SF Backup History -- [ WIN-ROSGEGDKFIR]

ﬁ MNetwork View

Tasks

;\5 Backup
;\s Restare
;\a Explore Backup

a Dismount Backup
Image

.

;\a Verify Image

& Image Conversion

@) Backup
@) Restore
@ Browse Image
&) Image Tools

Days Remaining: 13

©Q O 8| & | @&

New Delete Edit | Details Refresh
Status
completed

.0 mn

Execute  Cancel Pause
MName Type Next Run Time

3 Backups Scheduled Backup Job

Basic P rties | Volume Backup - Completed
= L= P [E

11/07/13 13:00:00

Job Status

0 Task Details: ™\ (System Reserved) -> F:\System Reserved _VOL-b001.spf
i © Task Status: completed

2, View Details

(¥) Total Time: 37 seconds, 7.82 MB/s

Scheduled Backup Job

B Compression: Standard (recommended)

) Encryption: RC4 128 bit with password validation
[#] options:

» Lock Source Volume

a Evclide Frae Gnace

15. Schakel daar de notificaties van de backups in.

CD
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B Visual notifications
B Tray notifications
Show on backup success On
Show on backup failure On
Show on backup failure
oK || Cancel

Cloud2 B.V. E-mail info@cloud2.nl
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STORAGECRAFT IMAGEMANAGER

1. Start de ImageManager software. Deze geeft gelijk een foutmelding over het
wachtwoord. Log nogmaals in met het standaardwachtwoord “Password”.

= StorageCraft ImageManager = B
=Y
| Cannot connect to the ImageManager Agent on 'localhost:56765" Incorredt password,
localhost : 56 765 4

=] Server: localhast
ﬂ Part: se7es | (M Fing,.,
Password: | seessees |

Ldon't know my passward

Agent Tasks

-y Connectto Agent...
) Disconnect Agent
+_+ Refresh

J Start Processing

[=9 Motification Settings.

2 Licensing...

STORAGECRAFT.

A
Help Tasks !,‘V‘l HGEM A NUAGER
45 WiewHelp Cortents

2. Vul vervolgens in de popup een nieuw, eigen wachtwoord in.

Change Passwaord

2ld Password:

Mew Passward: YYYIITIIL

Confirm Mew Password: EEEEEEES

QK | | Cancel
Cloud2 B.V. E-mail info@cloud2.nl
C ) Koelmalaan 350 - 5e verdieping Telefoon 0728200286
1812 PS Alkmaar

KvK 50594028



e () CLOUD?

3. Kies in ImageManager vervolgens voor “Start Managing Folder” en selecteer de
map waar de lokale backup wordt opgeslagen. Doe dit voor elke aparte folder,
welke gekoppeld is aan een Backup Job.

=" StorageCraft ImageManager

N,

localhost : 56765

Folder Path: ‘ F\Backups

Description: [

[ This folder requires authentication

Managed Folder Tasks
& Start Managing Folder.. Domain or Computer or NAS:
6 Stop Managing Folder Username:

[ Verification Settings.. Fxsmmrh

v

X Consolidation Settings. Oualiied Name:
= Retention Settings..

F : i 3
8 Folder Settings.. Assign sort priarity relative to othermanaged folders:

@ Assigning a sort priority will override column sort orders and cause this folder to move to the
Agent Tasks top of the managed folders list.

@ Connect to Agert..

@ Disconnect Agent Save ] [ Cancel
¥ Refresh

B Start Processing

=] Motification Settings...
2 Licensing..

& Agent Settings...

Help Tasks
&% View Help Contents

4. De folder(s) staat (staan) nu in het overzicht. Kies nu in het overzicht voor “Add
new replication target”.

T Source Computer = | Managed Folder Folder Size Free Space Image Files Volume Capacity: 20.00 GE
@ ] win-RISGBGDKFIR [k FABackups. 249.77 MB 96.2% 1
localhost : 56765

I@ Replication Targets (0) (@~

Add new replication target...

m HeadStart Restore Jobs (0) (&)

e Add new HeadStart Restore job...
[ Start Managing Folder..
g “top Managing Folder r“ Backup Image Files (&)
& Verification Settings..
- Thursday, November 7, 2013 % -
X Consolidation Settings...
= ) ! | 100PM | 200PM | 300PM  400PM | S500PM  600PM | TOOPM | B00PM  S00PM  1000PM  1100PM
T Retention Settings.. N

(73
B8 Folder Settings... &

Backup of WIN-RSSGGGDKFIR taken at 2:11 PM

Agent Tasks Mo Comments)
& Connect to Agent.. - ilename: System Reserved_VOL-b0015pf (24977 MB)  Properties: FastincrementalVss
i@y Disconnect Agent
O Refresh
b Start Processing
53 Notification Settings...

3 Licensing..

i Agent Settings..

Help Tasks
(; View Help Contents

Cloud2 B.V. E-mail info@cloud2.nl
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5. Selecteer in het replicatie scherm “Destination Type -> intelligentFTP” en kies
vervolgens “Location -> <Add new location...>".

©® Replication Target for backup images of WIN-ROSG6GDKFIR =

General I Replication Mode|

MName: Replicate backup images of WIN-RS5GE6GDKFIR

Destination
Type: ™ intelligentFTP -
Location: E

|<Add new location.» |
F=T

Subdirectory:

Performance & Security

| Override global throttling: 1 E Mbps -
Don't replicate Baseimage files

Start replicating incremental backup images immediately

e [ e ]

6a: Vul hier vervolgens de loginggegevens in voor de offsite locatie. Deze heeft u
per e-mail van ons gekregen in de “Account Aangemaakt” e-mail.

De volgende afbeelding laat de instellingen zien voor server 1: “back01-
ftps.backupnoc.nl”:

@ Location Settings -
Type: W intelligentFTP -
MName: backD1-fips.backupnocnl
Path: back01-ftps.backupnocn
Security: S5H Block Size: _B5535| Bytes (1-131072)
Maode: Active -

W| This location requires authentication

Username: Kasper.deWaard
Password: I TIIIII11L]
Save ] [ Cancel
Cloud2 B.V. E-mail info@cloud2.nl
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6b. Vul hier vervolgens de loginggegevens in voor de offsite locatie. Deze heeft u
per e-mail van ons gekregen in de “Account Aangemaakt” e-mail.

Deze afbeelding laat de juiste instellingen zien voor server 2: “back02-
ftps.backupnoc.nl:443".

5] Replication Target for backup images of WIN-R95G6GDKFIR £

General | Replication Model

Mame: Replicate backup images of WIN-R5GEGDKFIR
iw Location Settings -
Type: ™ intelligentFTP -
Mame: Cloud2 10004567
P Path: back02-fips.backupnocnl:443
Security: S5L - | Block Size: _65536 | Bytes (1-131072)
Mode: Passive hd

5| This location requires authentication

Username: 100004567
Password: oooo.o.o.l
Save ] l Cancel
Save ] I Cancel
Cloud2 B.V. E-mail info@cloud2.nl
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7. Ga vervolgens in het replicatie scherm naar de tab “Replication Mode” en vink
hier de optie “Yes - Replicate only consolidated daily image files” aan. Sla de
instellingen nu op.

8. De “"Replication Target” staat nu in het overzicht.

rr;' Replication Targets (1) (~)
) -
5‘ Replicate backup images of WIN-R95G6GDKFIR 01 ¥ Status: Sent System Reserved_WOL-b001.spf
FADE\Backups WIN-R95GEGDKFIR) Queued Files: 0

Add new replication target...

9. Stel indien gewenst een andere lokale retentie in.

] Replication Target for backup images of WIN-RI5GEGDKFIR -

Replication Mode

Are youreplicating to a folder being consolidated by asecond ImageManager?

Mo - Replicate all consolidated files
Also replicate original unconsolidated intra-daily image files

Files moved or deleted by ImageManager are deleted onthe destination

] Yes -Replicate only consolidated dailyimage files

@ Yes- Replicate only original unconsolidated intra-daily image files

i : To ensure backup image files are not corrupt you must periodically verify both the eriginal and
replicated files using either ImageManager’s Verification service or a 3rd-party MD5 verification tool.

Save ] l Cancel
Cloud2 B.V. E-mail info@cloud2.nl
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= Retention Settings -

/| iOverride global agent retention settings for this managed folder:

W | Automatically clean up backup image files in this managed folder:

Keep intra-daily image files for at least: 78 Days (1-365)
Keep consolidated daily image files [-cd) for at least: 15 E Days (7-365)
Keep consolidated weekly image files (-ow) for at least: 90 % Days (30-365)

Cleanup consalidated monthly image files (-cm)

Keep consolidated monthly image files for at least: 12 % Maonths {1-120)

V| Move all consolidated image files to a subdirectory instead ofdeleting them

[Mote: ImageManager always deletes intra-daily image files.)

0 ImageManager may keep image files longer than the days specified if they are needed for other operations.
For example, if you chose to remove Consolidated Weekly image files after 14 days, those files are not
deleted until 2 Consclidated Monthly image file is created that contains the files,

save ] l Cancel

Op
http://content.cloud2.nl/media/Retentiebestand_StorageCraft_algeme
en.docx vindt u een formulier waarin u de retentie instellingen kunt
aangeven van uw backupsets. Wij verzoeken u deze zo spoedig mogelijk
in te vullen en retour te sturen zodat wij de instellingen op onze servers
kunnen doorvoeren.

Wij hebben dit document nodig om de images te consolideren en
valideren op dezelfde wijze als in uw ImageManager gebeurt. Op deze
manier borgen wij de betrouwbaarheid van uw images.

Wanneer er meerdere backups worden gemaakt op één systeem, let dan op de
volgende punten:

- Zorg ervoor dat het lokale storage medium niet wordt overbelast, zet dus
niet alle backups gelijkertijd aan;

- Zorg ervoor dat ImageManager geen verificatie start op het moment dat
er nog backups draaien.
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